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Introduction
This document describes the architectural approach, framework and high-level design required to deliver the new portmetrovancouver.com and canadaplace.ca.
Document Structure
This document is divided in 6 primary sections. This section, Introduction, describes the purpose, structure and scope of this document itself.
The next 4 sections describe the technical design through four separate lenses as follows:
· Execution Architecture
· Physical Architecture
· Development Architecture
· Operation Architecture
Execution Architecture describes the logical structure of the system; the various logical components and sub-systems illustrating how everything works together.

Physical Architecture describes the physical structure of the system.  This includes individual machines with their respective functions identified: web servers, application servers, database servers, routers, switches, logging servers, lights-out network, etc.

Development Architecture describes the architecture by which the engineers will develop the site. It identifies various build environments (developer, integration, QA, staging, production), defines the processes and procedures for promoting a build between these environments, and describes how data propagates between them. Source code management practices--including a discussion of branching strategy--can be found here.

Operation Architecture describes the processes and procedures for maintaining a live environment and provides the following answers:
· What is the disaster recovery plan? 
· How frequently should the database be backed up? 
· Should the database be shared and how?
· Where are logs kept and how frequently are they stored? 
· Are there Cron jobs required to keep the services alive?
· What services should be monitored and using what tools? 
· What is the expected availability (99%, 99.9%, 99.99%)?
Appendices give additional details on topics discussed in the document.

Execution Architecture

This describes the logical structure of the system; the various logical components and sub-systems and illustrates how everything works together.
WordPress 4.0 will be our software platform for overall site functionality. Over the years WordPress has evolved from a simple blogging platform to a complete and powerful CMS.

Benefits 

Intelligible User Interface
WordPress was designed so that an average user could edit and publish content easily, which makes its interface significantly easier to use than other CMSes. It features a constantly improving UX that is supported by a large community of specialists.
Abundant Documentation
Because of its popularity and size, WordPress has extensive, official, online documentation-- supplemented by an endless pool of independently written articles and tutorials-- targeted at the casual user as well as the most hardcore technician. A lack of documentation is a problem with smaller proprietary systems, especially when trying to implement custom features. This will not be an issue with WordPress.
Easy User Management
WordPress comes built-in with intuitive user management, a streamlined registration system and simple (and efficient) roles and permission; these can also be customized if needed.
Multi-site
The multi-site extension mode (a part of the WordPress core since version 3.0) allows a single installation of WordPress to administer a network of different sites independently, or according to certain elements they have in common (users theme, plugins).
Unicode Support
Unicode is supported natively in WordPress since version 1.2. All text data is entered, stored and rendered in the CMS using UTF-8 encoding. It is important that all documents and external libraries use this standard to avoid conflicts in character rendering.


Extra Capabilities
The scope of this project requires functionalities that are not provided by the core WordPress software.  Fortunately, a wide array of extensions (plugins) exist which address those specific needs.  Since there is overlap in their capabilities, here is a list of the ones we recommend. 

Plugin Selection Process
Because Wordpress has over 35,000 plugins available, it is important to apply a number of guidelines for selection and use:

Usefulness
The plugin must provide a specific functionality solution, do it well, and do so unobtrusively.

Developer Credibility
While popularity is not always an indication of its quality, it is generally a good idea to stick to developers with a good track record of releasing quality products.       

Maintenance Record
Frequent and regular releases are a good sign that the developers are committed to address compatibility and security issues in a timely manner.    

Licensing Restrictions
For commercial products, it is important to understand the licensing considerations, to make sure our use case is compliant, and that the TCO is well defined.

Prior Experience



Multi-language – WPML ( OnTheGoSystems,Inc. ) [$195 unlimited lifetime]
  
WPML is a complete solution for managing the localization of all aspects of a WordPress installation; not only the main content, but other important elements of the system like menu, categories, and plugins are covered. 
Alternatives
It is also possible to setup different languages as completely independent sites in a multi-site installation. This gives more flexibility in the case that different language versions of the site are so divergent that using a common content structure is not possible.

Form Management - Gravity Forms (Rocketgenius, Inc.) [$199 unlimited license with 1 year support]
Gravity Forms provides tools to build and publish WordPress forms. The plugin can integrate with custom workflows and many third party services, such as Salesforce, which make it a flexible solution when it comes to content collection. It also provides multiple administration dashboards to better browse collected information. 
Extended Search – SearchWP (Jonathan Christopher) [$249 unlimited license with 1 year support]
WordPress comes with a default search engine that only indexes standard page contents; SearchWP also indexes PDF content. WPML compatibility is also ensured via an additional plugin.
BackupBuddy (iThemes Media LLC) [$150 unlimited]
BackupBuddy is a method by which one can restore the entire WordPress installation to a previous state.  This is very useful in case of emergency recovery, and is also useful for developers replicating the production data in a testing environment.



Fine Tuned Performance - W3 Total Cache (W3 EDGE) [free]
Helps improve the overall performance of the site by caching various aspects of a request:
· Page Cache
· Object Cache
· Database Cache
· CDN 
Search Engine Optimization - WordPress SEO (Yoast) [free]
Helps automate various tasks that improves a site’s SEO compatibility:
· Sitemaps
· Meta tags
· Facebook  Embeds
Security -  Wordfence  (Feedjit Inc.) [free]
Wordfence is the leading cyber security solution for Wordpress. It provides a complete anti-Virus and firewall package for your Wordpress website including: two factor authentication, machine learning, and security breach recovery tools.
WordPress Calendar – (Timely) [free]
Timely’s Core Calendar is a powerful event publishing tool that allows you to display events on your site and distribute them to other calendars.

Custom Plugins
The case may arise where a pre-packaged solution may not exist for a particular requirement. In that case it may be necessary to develop a custom plugin which will implement the missing features.


Physical Architecture

Physical Architecture describes the physical structure of the system.  This includes individual machines with their respective functions identified: web servers, application servers, database servers, routers, switches, logging servers, lights-out network, etc.

We are using Rackspace to manage the various devices of the infrastructure. Cloud devices are easier to create and manage, and can be replaced in a matter of minutes if needed. While physical hardware still has the upper hand in terms of performance and security, the flexibility and cost effectiveness of cloud computing has become a de facto standard for today’s web deployments.

Rackspace Security and Privacy Protocols

Segregation of Data

The Rackspace Cloud Server is essentially powered from a number of high powered physical machines (called hypervisors) all of which are capable of running and monitoring several instances of virtual machines.  Cloud customers are separated, intrinsically, via these separate virtual machines.  Each hypervisor is configured as its own “sandbox” wherein the demands of each virtual server are configured, contained and wholly segregated from the others

Physical Security

Security controls are uniform throughout the company.  Rackspace data center physical security capabilities include:
• Two-factor authentication is required to access all data center facilities.
• Electromechanical locks are controlled by biometric authentication (hand geometry or fingerprint scanner) and key-card/badge.
• Access to secure sub-areas is allocated on a role-specific basis.
• Authorized Rackspace personnel’s access to the facilities is reviewed on a monthly basis by management.
• Termination and role-change control procedures are in place so that any physical or logical access rights are removed in a timely manner when access is no longer necessary or appropriate. 
• Sensitive equipment such as information processing facilities, including customer servers, is housed in secure sub-areas within each data center’s secure perimeter and is subject to additional controls.

Unauthorized visitors are not permitted access to the data centers. Closed-circuit video surveillance is installed at all entrance points on the interior and exterior of the buildings that house data centers. Cameras are monitored 24x7x365 by on-site security personnel and support data retention for 90 days. The delivery and loading bays at all Rackspace data centers are separate areas secured by defined procedures and security controls. Authorized data center visitors are required to abide by the following rules:
• Authorized approvers must specifically grant visitor access to the data centers at least 24 hours before the scheduled visit.
• Visitors must have a valid reason for entering the data center.
• Visitors must sign the visitor’s log, present a valid photo ID, specify the reason for visiting, and have a Rackspace point of contact.

Availability and DDoS Protection
Rackspace can provide multiple levels of reactive DDoS mitigation. At the most fundamental level, the shared network infrastructure is monitored for anomalous traffic patterns which indicate that a DDoS attack is in progress. These can then be null-routed at either the edge or provider level depending on the severity of the attack. 

Incident Reporting and Response
Rackspace maintains a formal response process concerning both corporate network incidents and those affecting customer solutions. Incidents that affect more than one customer or Rackspace Operations are managed from a centralized tool that provides alerting, communication, and escalation paths and procedures, with command and control across all Rackspace facilities.


Disaster Recovery and Business Continuity
Business Continuity at Rackspace involves ensuring that supporting internal applications, utilities, and network infrastructure remain operational after any service interruption event.
Rackspace is committed to a Business Continuity Program that helps us meet service levels agreements (SLAs) reflected in customer contract language. Specific highlights of the program include:
• Redundant utility (data, voice, electric) providers and supporting SLAs
• Adequate inventories for hardware failure replacement
• Backup generators and electrical controls at each data center

CloudFlare

CloudFlare protects, expedites, and improves availability. CloudFlare accomplishes this via an intelligent global network comprised of 28 data centers spread across 20 countries. It automatically optimizes web and mobile pages, blocks threats, and limits abusive bots and crawlers (which waste bandwidth and server resources.)  CloudFlare, famously, mitigated an attack termed by the New York Times as “the largest in history.” CloudFlare currently serves customers in over 150+ countries.

Security

CloudFlare offers unlimited DDoS protection regardless of attack size. CloudFlare’s network can mitigate attacks targeting the UDP and ICMP protocols, SYN/ACK, and layer 3 and 4 DNS amplification. By detecting sudden changes in traffic, CloudFlare’s network can also protect against layer 7 attacks such as POST floods and DNS-based attacks. CloudFlare also offers BGP origin protection by routing valid traffic to an origin.





Dynamic Application Firewall

The Firewall runs the OWASP ModSecurity Core Rule Set, and the CloudFlare rule sets by default. This combination protects against SQL injection, cross-site scripting (XSS), and application-specific attacks.  You can also import, or write, up to 1,000 rule sets or add ones developed by industry experts. New rules take effect in less than 30 seconds.

Content Delivery Network 

With a simple DNS change, CloudFlare provides static content caching, and allows for customized caching on a page-by-page basis.

Other Features
· CloudFlare offers a single file purge option for quick content refreshes. 
· Always Online functionality keeps static site parts online even if the server is down.
· Built-in redundancy and disaster recovery.
· Automatic load balancing: Traffic is automatically sent to the next server if one is down or overloaded.
· Protects against traffic surges: CloudFlare’s CDN absorbs traffic surges so you stay online.

SOURCE: https://www.cloudflare.com/static/media/pdf/cloudflare-enterprise-overview.pdf
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Server Physical Location
Rackspace has data centers in Northern Virginia (USA), Dallas (USA), Chicago (USA), London (UK), Sydney (AUS) and Hong Kong (CHI). The current POC setup is hosted in the Chicago data center but it could easily be migrated to another one if there is a need for it. Cloudflare has 28 data centers around the world.

Infrastructure Cost Breakdown
	Firewall (Cisco ASA 5510 Sec+)
	$617.87

	2x Load Balancers
	$21.90

	2x 4GB Web Servers  
	$186.88

	15GB Database Server 
	$350.40

	8GB Staging Server
	$186.88

	Managed Operations
	$500

	CloudFlare Business Plan 
	$200 

	Total
	$ 2063.93 /month


Physical Storage
The server size mentioned in this document (4/8/15GB) refer to the amount of RAM, all servers have 40GB of SSD storage which should be more than enough for typical web use.  In case more storage space is needed, up to 10 Tb SSD block storage can be added to the server at the cost of $0.50/GB/month. Offline backups are stored in Cloud Files at the cost of $0.10/GB/month.
Security 
WordPress Configuration
The WordPress login and dashboard will only be available over a secure (https) protocol.  Only a predetermined set of IP addresses will be able to log-in in order to make brute force attacks impossible. The WordPress core, itself, will be upgraded at scheduled maintenance times to be in sync with the latest version to avoid any potential exploits.
Security Scan
Qualys security software will be run prior to launch on the completed production environment to detect configuration and/or software security issues such as:
· Cross-Site Scripting
· SQL Injection
· Information Disclosure
· Path Disclosure
Firewall

Firewalls provide the first line of defense in any network security infrastructure. They do so by matching user network access rights to the connection information surrounding each access attempt. If the variables don't match, the firewall blocks the connection. If the variables do match, the firewall allows the acceptable traffic to flow through the network.
To avoid any malicious attacks, only port 80 (https) and 443(https) on the web instances will be publicly accessible (via the load balancers). Port 22 (ssh) will be open, but white-listed to a restricted list of pre-approved IP addresses. The traffic for the databases protocols (3306:mysql, 11211:memcached) will be on a separate, private, network unreachable from the outside.
Load Balancers
Load balancers, one for each web protocol, HTTP (via port 80) and HTTPS (via port 443) will be used as the entry point for each request. These will allow us to distribute load across multiple web instances.  This has two main advantages over having a single web server:
1. It is easy to add or remove web instances depending on the current and/or expected load, this horizontal scaling gives us a lot of flexibility in responding into high demand scenarios.
2. The load balancer can detect a malfunctioning web instance and easily remove it from the available server pool, leaving the main flow of the traffic unaffected.


OS
The Operating System for all server environments will be Ubuntu Linux 14.10 (trusty) the latest LTS (Long Term Support) version of the popular Linux distribution.
Several key advantages makes Ubuntu a logical choice as a server OS:
· Availability of documentation: Being one of the most popular Linux distributions, Ubuntu is also one of the most documented.  This includes installation and day to day operation but, also, advanced troubleshooting articles that can really help in edge cases and when a solution is needed quickly (configuration issues, software incompatibilities, etc).   
· Ease-of-use: Unlike the majority of distributions, Ubuntu is truly end-user oriented, that means that the tools are designed with ease-of-use in mind. What follows is an easier setup and less troubleshooting. 
· Broad availability of packages: Ubuntu has one of the broadest selection of software packages.
· Compatibility with development tools: both Vagrant and Bamboo rely on Ubuntu images as a basis for their virtualized environment.  Using the same OS in our production environment will ensure that we will have only minimal incompatibilities when development code is deployed. 
Web Server Instances
The web server instances will be 4GB Performance servers (4 vCPU, 40GB SSD). This configuration is part of the Performance 1 tier which is recommended for web servers. There are smaller instances available (1 and 2 GB) but 4 is a good compromise between having power readily available, and being able to scale quickly to multiple instances.
Apache
The web instances will use Apache 2.4 as the web server application. This is the version that comes bundled with Ubuntu 14.04 and has been the standard choice for running WordPress. Various plugins expect the same htaccess format to be available, especially when setting up a custom configuration and using a non-standard server might involve implementing some work around manually. It is true that an alternative web server like nginx or lighttpd may provide better performance gain but most of the scenarios where the increase is significant involves serving static files (which we will not be doing). The CDN will take care of that.
PHP 
PHP is the language used for the core and all extensions of WordPress.  We will be running version 5.5, which is the latest stable version.  It also comes bundled in Ubuntu 14.04.

Database Instances
We are going to use a single 15GB instance of the Performance 2 tier; recommended for heavy I/O database usage. For the database, we need to use a centralized approach as WordPress is designed to work with a single database connection. 
MySQL
WordPress uses MySQL as its database software.  The version we will be using is 5.5 which is the one that that is bundled with Ubuntu 14.04 
Memcached
Memcached is a key/value database software used by the W3 Total Cache plugin to store and retrieve cached, intermediate, values to speed-up page rendering. We will be using version 1.4.14 which comes bundled with Ubuntu 14.04. 
Staging/Dev
To be able to test and validate important software and/or content changes, a separate server installation will be used as an all-in-one SIT/UAT environment.
· DEV/SIT contains the latest iteration of the development version.
· STAGING/UAT contains the latest stable version that is ready to be tested by QA and deployed to production.


Development Architecture
This describes the physical structure of the system.   This includes individual machines with their respective functions identified: web servers, application servers, database servers, routers, switches, logging servers, lights-out network, etc.
The most recent best practices will be used to build a stable website and challenge its performance. One priority is to continuously verify and review the development workflow to facilitate the project momentum and maximize the website quality.

Manage the source code - GIT 
The website represents a lot of code and data which is the result of a team effort. All source code generated by each developer has to be centralized in one single place and constantly verified to ensure project consistency.
This is why we use the GIT version control system. It allows us to constantly control any changes to the whole site source code. This way we can all work together on the project and easily manage the website and database versions at the same time.
Every piece of the system is tracked from the developer to the production site. That means that any development to the website is only integrated once the piece of code has been verified and approved by another senior developer (via a pull request) and by the Quality Assurance analyst as well (see QA process).



Branch by Feature and Continuous Integration[image: ]
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Deep integration between our issue tracking system (JIRA), source code repository (Stash) and build automation software (Bamboo) allows us to develop, review, test and deploy every feature independently.  This eliminates issues that affect more traditional linear workflows, such as Developer Synchronization (making sure that new features are not adversely affecting each other while in development) and Code Freezes (halting development during UAT reviews). This is achieved via a system called Feature Branches.  It also allows stakeholders to monitor code commits directly related to an issue independently of the rest of the development effort.

Continuous Integration also allows for the automation of a set of tests that can detect quality issues like legacy bugs or syntax errors. Furthermore once the issue has been deemed resolved, the feature branch can be merged back into the development branch—where the code is again tested against the other code contributions—and then automatically pushed to the SIT server where a full review can been done. Once the development branch is judged stable, a pull request can be made to the staging branch that when completed will allow deployment of the new features to the environment where QA can be done. 
Any bug logged on the UAT environment can trigger the creation of a new branch which then can be managed using the above methodology before being deployed.

A stable environment - Vagrant 
Since there are many developers involved in the project, we have to be sure that everyone is working on the same basis and in the same environment.
That is why we use Vagrant Virtual Machines. We create an environment called a 'Vagrant Box' which is a local replication of the whole, real, production environment (see Hosting infrastructure).
Every specification of the server is documented and generated by an automation script. Anyone working on the project can quickly and easily get a duplicate of the production servers on his local machine. 
Any improvement or change will, first, be tested on this local duplicate by everyone, under real conditions. Then, the source code will be deployed on a cloud server for a second check and a QA round.
This allows us to measure the servers’ responses and make accurate choices in terms of performance requirements and process enhancements before pushing to the production environment.
Automation of the processes - Grunt 
The automation of the development environment will verify every bit of code for integrity and optimize its performance.
The use of the task runner GRUNT allows us to automatically ensure that all the code is correct and corresponds to each language’s standards (HTML, CSS, JS and PHP). This tool also compiles, compresses and optimizes any useful resources and/or dependencies necessary to run the website.
Starter Theme - Underscores
A WordPress starter theme is not a WordPress framework. The approaches to developing a WordPress theme, and using it are different. With a starter theme, one is using it as a solid starting point in order to mold it into what is necessary for the project. They are not meant to be a framework for building “child” themes.  The intent is more than just to add a layer of customization on top of an existing theme that has similarities with the expected designs.
Underscores is a lean, modern, and well-commented HTML5 template. The theme was coded by the Automattic crew, which are the same developers that created WordPress. The code base is minimal and smartly organized, allowing developers to build a theme that is both clean and optimal.
CSS Preprocessor - Sass
Sass is actively supported and developed by a consortium of several tech companies and hundreds of developers. SassScript is a scripting language that is interpreted into Cascading Style Sheets (CSS). It provides these additional mechanisms: variables, nesting, mix-ins, and selector inheritance. When SassScript is interpreted, it creates blocks of CSS rules for various selectors as defined by the Sass file. The Sass interpreter translates SassScript into CSS.

[image: C:\Users\e021683\Desktop\__PROJETS__\PMV\wordpress_stack.png]
Quality Assurance
Workflow
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QA Criteria 
We employ an efficient defect tracking process with quick turnaround.  Each issue, once raised, passes through a triage process, involving both QA and Development leads, in order to determine the impact of a bug on a potential release.  During UAT, the client becomes involved, too.  Setting Priority and Severity allows the development team to focus on issues in accordance to their importance, while allowing the client a voice in assessing the importance of a bug-fix to their project.


Priority
When we look at a priority definition, we have to think of whose priority it is.  Normally, priority is determined from a client-centric point of view.  However, these assessments must be meted out with care.  When one issue has to be given more importance than the other and has to be resolved before proceeding to the next one, priority determines how quickly the development team reacts to a raised issue.  This becomes extremely important in large builds; assigning every bug a priority of P2 or P1 creates the possibility that an important bug is overlooked or, at least, not dealt with in an ideal timeframe.

	Level
	Description

	P1
	Major business risk (eg. has an impact on all users).

	P2
	Major risk on happy path (80%)

	P3
	Major risk on alternate or exception path (20%)

	P4
	There is definitely an issue, but it doesn’t affect functionality.
















Severity
The gravity of a bug. The effect it has on the system in terms of its impact. 

	Level
	Description

	BLOCKER
	A functionality critical to the purpose or use of the website is broken. 
· Navigation is broken
· Search or voting-engine on a contest site is broken
· Infrastructure has failed (a server has crashed, the network is down, etc.)
· Application crashes
· Extremely slow performance
· Displays false or partial data, or deletes verified data

	CRITICAL
	Influencing a major function in a way that it causes it to break or misbehave. A defect that is significantly remarkable by the user.
· One or more pages is missing
· A graphic on a major page is missing
· Broken links on major pages

	
MAJOR
	Some major function does not work per expectation. Includes visual bugs that affect the site layout.
· Browser inconsistencies such as table rendering or HTML/CSS protocol handling
· Page formatting problems including slow pages and graphics
· User interface problems (usability issues.)
· Broken links on minor pages

	MINOR
	Some minor function does not work per expectation. These bugs might affect functionality, but a workaround exists and does not impact the overall functionality of the application. These include design misalignments. 
· 
· Font inconsistencies or color choice
· Text issues like typos, word choice, or grammar mistakes
· Page layout issues like text alignment or spacing.

	TRIVIAL
	 Trivial issues are usually reserved for enhancements or "nice-to-haves.”


Specific Platform Testing Strategy
Based on statistics collected in early November 2014, our focus will be on the following browsers and platforms. Priority is given, overall, according to the global use percentage.  Some browsers/platform configurations are, afterwards, given a higher or lower priority due to specific use characteristics and technical layouts.
Some are given higher priority (like testing Internet Explorer v.8 early in the cycle) because they provide tools to identify issues, or because they tend to cause issues that are harder to solve if addressed in a later development cycle.
Others are given lower priority because they behave the same as other browsers or they use similar technology as another browser “under the hood.”

Group 1: The 80% of cases.
· Chrome (latest version) Desktop
· Chrome Mobile S5
· Chrome Mobile TAB
· Safari iOS iPhone (iOS8)
· Safari iOS iPad (iOS8)
Group 2: Covers most of the remaining 20%.
· Android Browser Mobile S5
· Android Browser Mobile Tab
· Firefox (latest version) Desktop
· Internet Explorer 11 Desktop
Group 3: The edge Cases.
· Internet Explorer 9 Desktop
· Internet Explorer 10 Desktop
· Internet Explorer 8 Desktop (TBD: based on review of existing PMV browser use data)
Canadian Browser Penetration Statistics(Since June 2014)
	Date
	Chrome(all)
	FireFox
	IE11
	iOS8 Safari
	Android Browser
	IE8
	IE9
	IE10

	2014-06
	33.72
	12.83
	11.66
	15.68
	3.35
	4.9
	3.13
	3.47

	2014-07
	33.99
	12.29
	11.56
	17.3
	3.7
	4.07
	2.71
	2.98

	2014-08
	34.6
	12.48
	11.02
	18.36
	3.53
	3.77
	2.54
	2.5

	2014-09
	33.64
	11.64
	10.65
	20.94
	3.42
	3.7
	2.47
	2.27

	2014-10
	34.65
	11.17
	10.86
	21.35
	3.62
	3.03
	2.25
	1.96

	2014-11
	36.76
	12.1
	12.01
	18.05
	3.42
	2.61
	2.29
	1.69

	2014-12
	36.6
	11.02
	11.86
	20.2
	4.54
	2.44
	2.12
	1.5


Operation Architecture
This describes the processes and procedures for maintaining a live environment
· What is the disaster recovery plan? 
· How frequently should the database be backed up? 
· Should the database be shared and how?
· Where are logs kept and how frequently are they stored? 
· Are there Cron jobs required to keep the services alive?
· What services should be monitored and using what tools? 
· What is the expected availability (99%, 99.9%, 99.99%)?

Rackspace Managed Operations
The Rackspace team is available 24/7 to assist in any critical situation with a 15 minutes response time guaranteed.
Rackspace Monitors
Rackspace monitors check server state on a minute by minute basis and detect fundamental problems with the server availability, CPU, memory and disk usage. Alerts can be set to be triggered at certain thresholds and notify those concerned.
Cloud Images
One of the main advantages of a cloud server is that it is possible to back up the server as a complete disk image and be able to re-spawn an identical copy in a matter of minutes. This becomes invaluable in case of an irreversible hardware and/or software failure; a troublesome system can be reinitialized in an older, stable, state. 
Cloud Backups
Databases use a lot of buffering.  Taking a snapshot of only the file-system is risky because some information might be transiting in memory at the time of the snapshot.  This risks incomplete data. That is why, for MySQL, a standard SQL dump is recommended.
BackupBuddy
BackupBuddy is a WordPress plugin that manages and simplifies the backup process by bundling all the files and databases necessary to complete a recovery of the WordPress installation. This is also very useful to replicate the production environment in testing.
Backup Strategy
Web instances will be backed up, nightly, using the Cloud Image method. This image will also be used in the case extra web instances need to be spawned in due to increased load. The database will also be backed up via Cloud Backups using a SQL export script. We will, finally, back up the whole site nightly using BackupBuddy as a safeguard against worst-case scenarios and as a convenience for the developers. Backups will occur at a tighter interval during content entry in order to prevent substantial data lost.
Availability
We should aim for a 99.9% availability, this is consistent with the Rackspace SLA and with our Backup strategy.
Maintenance

Preventive maintenance
The goal of this maintenance is to keep the website, source code, and infrastructure up to date with the latest standards (accessibility, quality, security, UX).
It will ensure the security level of the website and the quality of the user experience.
Website Core Update
WordPress frequently releases updates to keep the system (core of WordPress) up to date with the latest security standards protocols. 
Every major update from WordPress (current version is 4.0) will be tested to verify compatibility with the production environment.
Once the update is approved by the development team and the quality insurance analyst it will be pushed online.
This process will take first priority in case of a vulnerability issue.
Website Components Update
As a component of the core system, every single plugin follows the same process. A plugin update will go through the same integration and testing process with a focus on compatibility.
Those updates are as essential as a core update; especially to maintain the security level aligned with the latest standards.
All updates will be placed in a 45 day quarantine before being applied.
Corrective maintenance
The part of the maintenance concerns the on-demand changes and revisions.
Website Content Update
Minor updates, related to the content itself, is managed by the client via the WordPress admin interface. This include the review of page content: copy, images, links, etc.
The development team will take care of all other revision requests.
The Edelman account team will respond rapidly to all support calls and minor revision requests within the stated parameters:
· Priority 1: 1 hour
· Priority 2: 4 hours
· Routine:   8 hours
Resolutions will be provided within the stated parameters:
· Priority 1: within 24 hour
· Priority 2: within 3 - 5 days
· Routine:   within 5 - 10 days
Pricing

	Description
	Subtotal

	Maintenance plan (billed hourly)
	$5,000.00 (monthly)

	Managed Infrastructure
	$2,063.93 (monthly)

	Total
	$6,063.34 (monthly)


Fees are calculated on an hourly basis. The hourly rates are set out in our engagement letter.


Plugin Licenses
	Plugin Name
	Pricing
	  Renewability

	WPML  
	$195
	Unlimited Lifetime

	BackupBuddy
	$297
	Unlimited Lifetime

	SearchWP
	$49
	Yearly

	Gravity Forms
	$199
	Yearly


Out of maintenance scope
· Addition of new features
· Support (in the form of documentation and knowledge transfer)
· Minor content changes
· Integration with 3rd party apps
Infrastructure
The Rackspace team will establish dedicated operations to manage and address ongoing needs.
This will include:
· Engineers available 24x7x365
· Architecture advisors
· Launch assistance for 60 days
· Cloud services support
· Security guidance
· Scaling, Migration and Platform support
· Automated site monitoring and issue notification and alerts 24/7/365
· FTP/SMTP servers and email relay service
· Management tools and Terminal services
· User provisioning and permissions
· Daily incremental content backup


Feature Tasks and Goals Definition


UX Design and Development 
on DEV servers


Code Review and Acceptance testing


Bugs are tracked, solved 
and re-tested


Next Feature is prepared for Development
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